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	PHYSICIAN CONFIDENTIALITY AGREEMENT





Confidentiality Agreement (the “Agreement”) entered into as of this ____ day of ______________, 200___ by and between _______________________________ (“Hospital”) and __________________, M.D. (“Physician”).

1. Hospital has authorized Physician to access Hospital’s information system, but Physician may only use the information system for the sole purpose of accessing patient care, demographic and financial information regarding the Physician’s patients (the “Permitted Purpose”).  Use of the information system by Physician may commence upon his/her completion of all required Hospital training programs.

2. Hospital has also authorized Physician to permit his/her employees to remotely access Hospital’s information system from the Physician’s office, provided that such employees may only use the information system for the Permitted Purpose.  A Physician employee’s use of the information system may commence only if:  (i) he/she has completed all required Hospital training programs, and (ii) he/she has read this Agreement and executed the acknowledgment set forth in Exhibit A hereto.  Prior to the commencement of the Physician’s use of Hospital’ information system, Physician shall provide Hospital with a complete list of his/her employees who will require access to the information system.  Physician shall also promptly notify Hospital of all terminations, suspensions or new hires so that the list can be revised from time to time. 

3. In consideration of the access to Hospital’s information system, Physician agrees to maintain, and to ensure that his/her employees maintain, the confidentiality of Hospital’s information system and all information obtained therefrom.  The Physician will abide by all rules and regulations of Hospital regarding the use of its information system and will ensure that his/her employees abide by such rules and regulations as well.  

4. Physician will not, and will ensure that his/her employees do not, (i) use the Hospital information system for any purpose other than the Permitted Purpose, or (ii) attempt to obtain any information which the Physician is not authorized by Hospital to obtain.  

5. With the exception of the Physician, his/her employees are only authorized to access the Hospital information system from Physician’s office(s), and Physician shall ensure that information obtained from Hospital's information system will not be removed from Physician’s office(s) without the prior written approval of Hospital.

6. At any time and at its sole discretion, Hospital may permanently or temporarily relinquish the authority of Physician and/or his/her employees to use Hospital’s information system, with or without notice to Physician.  Physician agrees to abide by any and all decisions by Hospital regarding the use of Hospital’s information system and shall ensure that his/her employees abide by such decisions as well. 

Physician shall maintain, and ensure that his/her employees maintain, the confidentiality of the information system and all information obtained therefrom.  All Physician passwords shall be kept confidential and shall not be shared with other persons, including Physician’s employees.  Physician shall also ensure that his/her employees keep their passwords confidential.  Physician accepts full responsibility for the acts or omissions of his/her employees with respect to the Hospital information system.  

7. Violations of this Agreement by Physician or his/her employees may result in an immediate loss of access to the Hospital information system. Hospital shall be entitled to obtain immediate injunctive relief against any breach or threatened breach of this Agreement by Physician or his/her employees (in addition to other legal remedies which may be available), and Physician hereby consents to Hospital’s obtaining of such injunctive relief. 

8. The parties acknowledge and agree that Hospital owns and has the sole right of control over all hospital reports, records, and supporting documents prepared in connection with services rendered to patients of Hospital.

9. Physician shall take all reasonable security precautions necessary to safeguard Hospital’s information systems and the information thereon and to prevent the use, disclosure or destruction of such information systems and information by Physician or his/her agents in any manner which has not been expressly authorized by this Agreement.  Without limiting the foregoing sentence, Physician agrees to use reasonable virus precautions to prevent the transmittal of viruses to Hospital’s information systems.  

10. In connection with their access to the Hospital information system, Physician and his/her employees shall adhere to all applicable laws, rules and regulations regarding the confidentiality of patient information.  Without limiting the foregoing sentence, Physician and his/her employees shall comply with the requirements of the Health Insurance Portability and Accountability Act of 1996 and any related regulations promulgated thereunder (“HIPAA”) regarding the privacy and security of protected health information.  In addition, Physician agrees to execute any documents reasonably necessary for each of the parties to comply with HIPAA.

11. This Agreement contains the entire understanding of the parties with respect to the subject matter hereof and supersedes any and all other prior negotiations, agreements, understandings and undertakings between the parties with respect to such subject matter, whether oral, written or otherwise.  No amendment or modification of this Agreement shall be effective unless signed by both parties hereto.  This Agreement shall be binding upon and shall inure to the benefit of the parties and their respective successors.  Physician shall not assign, transfer, convey, or otherwise dispose of this Agreement or his/its right, title, or interest therein to any third party without the prior written approval of Hospital.  This Agreement shall be governed by and interpreted in accordance with the laws of the State of New York without reference to principles of conflict of laws.  The parties agree that any and all proceedings related to the subject matter of this Agreement shall be maintained in the New York Supreme Court for the County of Westchester or the United States District Court of the Southern District of New York, which courts shall have exclusive jurisdiction for such purpose.  


IN WITNESS WHEREOF, the undersigned have executed this Agreement as of the date first above written.

BY
BY

Physician
Hospital
                                             




Print Name: ________________________
Print Name: ________________________

Sign Name: ________________________
Sign Name: ________________________

Title: _____________________________
Title: _____________________________
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